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DETAILED ACTION 

1. Claims 1 - 26 are pending. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 USC 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 2 and 4 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

4. As per claim 2, it is unclear as to what is meant by "contiguous memory 
locations." Unclear as to whether or not there are multiple memory locations or if there 
is a specific order the memory locations have to be in. For purposes of examination it 
will interpreted to be multiple memory locations. 

5. As per claim 4, limitation recites locating fragments." It is unclear as to what the 
fragments are referring to. Are the fragments just data or another form of signed block. 
For purposes of examination it will be interpreted to be data in the blocks. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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7. Claims 1 - 11, 14 -23, 25 and 26 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Lewis U.S. Patent No. (5,875,248). 

8. As per claims 1 and 15, Lewis discloses locating a signed authentication block in 
a memory of a computer system, employing a cryptographic technique to verify that the 
signed authentication block is authentic (Lewis, Col. 6 Lines 5-12, each block given a 
digital signature), computing an authentication value from an in-memory image of the 
software entity (Lewis, Col. 6 Lines 26 - 35, system code creates copy of signature of a 
block) and comparing the computed authentication value with an authentication value 
stored in the authentication block to determine whether or not the in-memory image of 
the software entity is identical to an expected in-memory image for the software entity 
(Lewis, Col. 6 Lines 26 - 35, Compares signature created by system code with 
signature associated to a memory block). 

9. As per claim 2, Examiner has chosen the limitation locating fragments of the 
signed authentication block in a number of previously established memory locations and 
assembling the signed authentication block from the located fragments in a number of 
contiguous memory locations, to be considered since the claim is looking for "one of 
the listed limitations. Lewis discloses memory locating fragments of the signed 
authentication block in a number of previously established memory locations and 
assembling the signed authentication block from the located fragments in a number of 
contiguous memory locations (Lewis, Col. 3 Lines 6-20 and Col. 4 Lines 15-34, 
multiple memory cards with multiple blocks to locate data). 
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10. As per claim 3, Lewis discloses locating the signed authentication block by 
computing one or more memory locations and extents according to a previously 
established process (Lewis, Col. 4 Lines 15-34, each block has an identification field 
which can be computed to locate a specific block). 

11. As per claim 4, Lewis discloses locating fragments of the signed authentication 
block in a number of previously established memory locations and assembling the 
signed authentication block from the located fragments in a number of contiguous 
memory locations (Lewis, Col. 3 Lines 62 - 67 and Col. 4 Lines 1-3). 

12. As per claim 5, Lewis discloses validating the authentication block using a public 
key and checking that the format of the validated authentication block corresponds to an 
expected authentication block format (Lewis, Col. 4 Lines 15-34, encryption key with 
validation). 

13. As per claim 6, Lewis discloses validating the authentication block using a public 
key and checking that values included in the authentication block are identical to 
expected values (Lewis, Col. 4 Lines 15-34, encryption key with validation). 

14. As per claim 7, Lewis discloses computing a cryptographic hash value using a 
cryptographic hash function (Lewis, Col. 6 Lines 26 - 35, system code creates copy of 
signature of a block). 

15. As per claim 8, Lewis discloses the cryptographic hash value is computed over 
the entire in-memory image of the software entity (Lewis, Col. 6 Lines 26 - 35, system 
code creates copy of signature of a block). 
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16. As per claim 9, Lewis discloses the cryptographic hash value is computed over 
one or more portions of the in-memory image of the software entity (Lewis, Col. 6 Lines 
26 - 35, system code creates copy of signature of a block). 

17. As per claim 10, Lewis discloses comparing an additional computed 
authentication value with an additional computed authentication value stored in the 
authentication block to determine whether or not the in-memory image of the software 
entity is identical to an expected in-memory image for the software entity (Lewis, Col. 6 
Lines 26 - 35, Compares signature created by system code with signature associated 
to a memory block). 

18. As per claim 1 1 , Lewis discloses comparing an additional authentication value 
stored in the authentication block with a value observed from the memory to determine 
whether or not the in-memory image of the software entity is identical to an expected in- 
memory image for the software entity (Lewis, Col. 6 Lines 26 - 35, Compares signature 
created by system code with signature associated to a memory block). 

19. As per claim 13, Examiner has chosen the limitation a program or routine called 
by a calling program or routine, to be considered since the claim is looking for "one of 
the listed limitations. Lewis discloses a program or routine called by a calling program or 
routine (Lewis, Col. 6 Lines 26 - 35, system code creates copy of signature of a block). 

20. As per claims 14 and 26, Lewis discloses computer instructions encoded in a 
computer readable medium (Lewis, Col. 10 Lines 1 -6, computer-readable mediums). 

21 . As per claim 16, Lewis discloses determining a memory location in or near the in- 
memory image of the software entity that can be later determined by an authorizing 
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program in order to access the signed authentication block (Lewis, Col. 4 Lines 15-34, 
each block has an identification field which can be computed to locate a specific block). 

22. As per claim 17, Lewis discloses determining a number of memory locations in or 
near the in-memory image of the software entity that can be later determined by an 
authorizing program in order to access portions of the signed authentication block and 
assemble the signed authentication block (Lewis, Col. 3 Lines 62 -67 and Col. 4 Lines 

1 - 3, n data blocks). 

23. As per claim 18, Lewis discloses determining a memory location in or near the in- 
memory image of an authenticating software entity that can be later determined by an 
authorizing program in order to access the signed authentication block Lewis, Col. 4 
Lines 15-34, each block has an identification field which can be computed to locate a 
specific block). 

24. As per claim 19, Lewis discloses determining a number of memory locations in or 
near the in-memory image of an authenticating software entity that can be later 
determined by an authorizing program in order to access portions of the signed 
authentication block and assemble the signed authentication block (Lewis, Col. 3 Lines 
62 - 67 and Col. 4 Lines 1 - 3, n data blocks). 

25. As per claim 20, Lewis discloses the computed value is a cryptographic hash 
value generated by a cryptographic hash function on the expected in-memory image of 
the software entity (Lewis, Col. 6 Lines 26 - 35, system code creates copy of signature 
of a block). 
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26. As per claim 21 , Lewis discloses the computed value is a cryptographic hash 
value generated by a cryptographic hash function on one or more portions of the 
expected in-memory image of the software entity (Lewis, Col. 6 Lines 26 - 35, system 
code creates copy of signature of a block). 

27. As per claim 22, Lewis discloses signing the clear text temporary copy of the 
authentication block to produce a signed authentication block further includes: signing 
the clear text authentication block using a private key (Lewis, Col. 4 Lines 15-34, 
encryption key with validation). 

28. As per claim 23, Lewis discloses including an additional authentication value into 
the clear text authentication block (Lewis, Col. 6 Lines 26 - 35, system code creates 
copy of signature of a block). 

29. As per claim 25, Lewis discloses a software entity including an authentication 
block (Lewis, Col. 6 Lines 5-12, each block given a digital signature). 

Claim Rejections - 35 USC § 103 

30. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have .been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

31. Claims 12 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Lewis U.S. Patent No. (5,875,248) in view of Fairweather U.S. PG-Publication No. 
(2003/0182529). 
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32. As per claim 12, Examiner has chosen the limitation a stacked return pointer 
value, to be considered since the claim is looking for "one of the listed limitations. Lewis 
fails to teach a stacked return pointer value. However, in an analogous art Fairweather 
teaches a stacked return pointer value (Fairweather, Paragraph 0033, Pointer value). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Fairweather's system from managing memory with Lewis' 
method of counterfeit detection of electronic stored data because it offers the advantage 
of improving the management of memory in a system (Fairweather, Paragraph 001). 

33. As per claim 24, Examiner has chosen the limitation a return pointer value, to be 
considered since the claim is looking for "one of the listed limitations. Lewis fails to a 
return pointer value. However, in an analogous art Fairweather teaches a return pointer 
value (Fairweather, Paragraph 0033, Pointer value). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Fairweather's system from managing memory with Lewis' 
method of counterfeit detection of electronic stored data because it offers the advantage 
of improving the management of memory in a system (Fairweather, Paragraph 001). 

Conclusion 

34. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571) 
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-3811. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571-272-1 000. 




Roderick Tolentino 

Examiner 

Art Unit 21 34 
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